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Abstract: Internet of Things (IoT) devices is rapidly becoming universal. The success of IoT cannot be ignored in the scenario today, 

along with its attacks and threats on IoT devices it’s facilities are also increasing day by day. Cyber attacks become a part of IoT and 

affecting the life and society of users, so steps must be taken to defend cyber seriously. Cybercrimes threaten the infrastructure of 

governments and businesses globally and can damage the users in innumerable ways. Cybercriminals use new technologies to attack, 

therefore secure IoT is the need of this time and understanding of attacks and threats in IoT structure should be studied. It should be 

ensured that security of the servers, devices, and systems been increased. Effective, fast, and easily usable antivirus and antimalware 

tools should be developed and popularized to overcome this global threat.This paper deals with types of threat, types of intruders faced 

by today’s cyber world.. 
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Introduction: 

 

Internet of Things (IoT) devices are rapidly becoming 

universal. Our life in today’s world is totally linked to those 

devices. In fact without those devices, our life could not be set 

in motion. IOT has become part and parcel of one’s life 

having impact in all walks of life like education, healthcare, 

and business. It has become a big source to store datas of 

business, government and military establishments. [1] 

Therefore the success of IoT cannot be ignored in the scenario 

today. While we boast all about the success of IOT devices, 

we cannot ignore the attacks and threats on them and its 

facilities as they are also increasing day by day. Cyber attack 

or rather Cyber crime has become a part of IoT and affecting 

the life and society of users, so steps must be taken to defend 

cyber seriously. 

 

Understanding the IOT: 

 

The IoT is an extension of the Internet into the physical world 

for interaction with there physical entities. This physical entity 

in the IoT could be a human, animal, car, transport network 

system and in any sort of electronic appliances used at homes 

and other environments. [2] The hardware components namely 

mobile phones, sensors, actuators or RFID tags, help these 

entities to interact with each other. In today’s world the so-

called Machine-to-Machine (M2M) application has become 

more imminent and unavoidable one. This application is 

widely used in all fields namely power, transportation, 

business, public service management, health, oil production, 

defence, research fields. [5] While benefits are more through 

the IoT application, threats are also observed for this 

technology.  

 

Definition of Cyber attack or Cyber crime: 

 

Cyber attack or cyber crime, refers to any crime that involves 

a computer and a network, where the computers may or may 

not have played an instrumental part in the commission of a 

crime. In other words it is the misuse or the criminal 

exploitation of the Internet. Cyber attacks harm a system or 

disrupt normal operations of IOT by using various techniques 

and tools.  These attackers launch attacks to achieve goals 

either for personal satisfaction or of others. The attackers 

could be hackers, criminals, or even governments.[5] 

 



Paper Title: - IOT & CYBER CRIME 
 

 ISSN:-2581-6934|Available at :www.jidps.com | pp :(19-21) 
20 

Types of Cyber attack or Cyber crime:  

 

Widely found cyber-attack types are :  

 

4.1 Physical attacks: This sort of attack is directed against the 

hardware components.  

 

4.2 Reconnaissance attacks: This is an unauthorized discovery 

and mapping of systems, services, or vulnerabilities. 

 

4.3 Denial-of-service (DoS): Through this type of attack the 

network resource access is denied to the users. The IOT’s 

service is denied to the users.  

 

4.4 Access attacks: Through this the attack is done by two 

means, one through direct physical access of the device by the 

unauthorized persons and secondly through remote access of 

the device connecting it through his IP-connected devices.  

 

4.5 Attacks on privacy: One’s privacy is attacked easily by 

remote access machines. This has become a very challenging 

attack in IOT world. [4] 

 

Intruders 

 

The intrusion is done by unauthorized persons for various 

reasons. These persons may be from within or outside of the 

IOT regime. The reasons vary from one attacker to another. 

An individual attacker do it for his financial gain while some 

do it for gaining public notice though it would be for wrong 

reasons. There are organized attackers who do it as part of 

espionage for countries, it’s military organizations etc. These 

type of attackers work for financial gain too. These intruders 

have different levels of resources while some are hugely 

funded and while work for a meager sum. Further the skill and 

access level too vary from one intruder to another.  

 

Purpose and Motivation of Attack  

 

The main targets of the attacks are public websites, banking 

setups, broadcasting network, defence establishments, public 

infrastructure etc. The value of these attacks cannot be 

estimated so easily. The purpose of the attacks also vary. It is 

done for hobby, financial gain, political gain, spread out social 

unrest etc. The motivation comes from individuals, criminals, 

terror networks, the governments’ spy networks also. [3] 

Further terrorism organizations attack government systems in 

order to make politics and religious interest. 

  

Classification of Intruders 

 

7.1 Individuals:  The individual persons who have 

professional knowledge on IOT attack systems with low 

security.  

 

7.2 Organized groups: Criminal groups are becoming more 

familiar with ongoing communications and IoT technology. 

The motivations of these groups are quite diverse like to settle 

the enmity, to create unrest in the society etc.  

 

7.3 Intelligence agency:  Intelligence agencies of one country 

work to steal the information of another country. The 

information and knowledge thefts are done by each and every 

agency of countries. This is a real threat to the peace of this 

world. [4] 

 

Safety measures: 

 

Though the growth of IOT has done a world lot of good, it’s 

exponential growth is a greater threat to an individual’s 

privacy and security. Hence measures should be built and 

developed to address such problems, only then the full 

benefits of IOT can be enjoyed. The IOT has common threats 

namely viruses and in line with is denial of devices’ service to 

its users. Therefore strong measures are required to get rid of 

these issues. [5] The security should be developed to identify 

the assets of the IOT and how the same should be protected. 

The security need to be designed to cope up with any type of 

attack and more research should be done to minimize or rather 

nullify the ability and knowledge of the attackers. [3] 

 

The safety measures should be followed by all in common are  
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1. use a trustable VPN i.e.virtual protection network 

2. should beware of suspicious links 

3. should avoid downloading the pirated, corrupted files 

 

Conclusion: 

 

Internet of Things is the concept in which the virtual world of 

information technology connected to the real world of things. 

This IoT faces a number of threats that must be recognized for 

protective action to be taken. Cyber security is one of the most 

important aspects of the fast-paced growing digital world. The 

threats of it are hard to deny, so it is crucial to learn how to 

defend from them and teach others how to do it too. The main 

aim is to identify assets of the IOT and level of threats faced 

by them. The shortcomings should be overcome with no 

further of delay. Definitions of suitable security mechanisms 

for access control, authentication, identity management, and a 

flexible trust management framework should be considered 

early in product development.  
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