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Abstract –  In this paper, technical detail to develop Modbus compliant device and get conformance certification for a product will be 

explored. The information provided in this paper is not available in a single document or web link and there are many corner cases to 

take care of while developing a Modbus compliant device, this is the motivation for me to publish a paper. The information provided in 

this paper will help manufacturers in developing their Modbus compliant products and getting the conformance certification from the 

authenticated labs. Based on the experience we have gained so far, I am sharing the technical guideline to be followed to develop a 

Modbus compliant device and penetrate the market as a certified device manufacturer. This paper contains advanced technical 

information, so the basic understating of the  Modbus protocol is mandatory. 
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I. INTRODUCTION 

Modbus is a commonly used protocol in industrial devices, and 

it communicates over RS485 lines or TCP IP. At any industrial 

site, multiple Modbus devices from different manufacturers are 

connected in one network thus Modbus device manufacturers 

should develop their products that comply with the standards 

otherwise the device will misbehave or ruin the entire network 

performance hence end-user of the product will be suffered. To 

validate the product’s Modbus compatibility, the manufacturer 

can apply for the Modbus conformance test for their products 

and complete the verification by sending it authenticated lab. A 

Lab provides a single chance to resolve detected issues so to 

prevent unnecessary retries, the manufacturer should validate 

their devices before sending them to the labs for the certification. 

In this paper, all the technical guidelines are provided for the in-

house Modbus compliance test. In the subsequent topics, 

standard validations, user application specific validations, corner 

cases, conformance test process, and protocol security are 

covered. 

 

 

 

II. BACKGROUND 

In the Modbus protocol conformance test, the lab validates the 

basic Modbus rules and user application as per the shared 

Modbus Map and documents. Modbus is a Master/Slave or 

Client/Server type protocol, in which only the Master (Client) 

sends the requests, and the Slave (Server) always responds. The 

commonly accepted Client/Server terminology is  used 

throughout this document. The manufacturer device can be a 

Client or Server and the conformance certificate can be obtained 

for any device. Generally, the Modbus map contains two types 

of register addresses, one is “internal” and the second one is 

“external”. The external register address is commonly used in 

the device documents as it represents the internal address and 

register type. For example, the external register address 400100 

represents the  “Holding Register” with internal address 100. 

The external registers are used throughout this document. 

“Modbus Poll” or “Modscan32” utilities can be used for the 

Modbus Server validation. “Modsim32” utility can be used to 

validate the Modbus Client device. The Modbus standard 

document “MODBUS Application Protocol 1 1 b.pdf” or higher 

can be followed for basic Modbus implementation. Test policy 
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“Conformance Test Specification for Modbus TCP.pdf” v3.0 or  

higher can be followed for the technical details regarding the 

conformance test. This paper can be followed to get detailed 

technical information for development and validation. 

Enrollment for the conformance test can be done by Application 

form “ConfTestForm.pdf”. 

 

III. REQUIRED VALIDATIONS 

The pre-defined functions codes (Read Coil Status (01h), Read 

Holding Registers (03h), Read Input Registers (04h), Write 

Single Register (06h), Write Multiple Registers (10h), etc.) are 

used to access data and the Server device must respond to the 

requests with the supported function codes. The pre-defined 

exception codes (Illegal Function (01h), Illegal Data Address 

(02h), Illegal Data Value (03h), Server Device Failure (04h), 

etc.) are used to represent the type of error generated during the 

communication. Validation for the function code has the highest 

priority. For example, if the DUT supports function codes 03h, 

and 10h, then the DUT must return exception code 01h in case 

of any other values as function codes. After the function code 

validation, the received register address is required to validate. 

If the address does not exist in the Server, then the Server should 

return exception code 02h. The third validation is for a data 

value, if the Client sends the wrong register count and data bytes 

in the request, then the Server should return exception code 03h. 

If all the above validations are passed, then the Server device 

should process the received message. In case of failure while 

processing the data, the Server should return exception code 

04h/05h/06h as per the failure type. As a bottom line, the DUT 

must return a valid exception code in case of failure, and this is 

the most important validation for the Modbus compliant device. 

The explained validation flow is represented as follows: 

  

 

Figure 1 Packet Validation Flow 

 

There are some other required validations that need to be 

performed apart from the above explained validations. In case of 

the Modbus RTU, CRC checksum validation is required to 

validate the integrity of the received packet. For the Modbus 

TCP, the MBAP header needs to be validated before the function 

code. MBAP header contains four parameters (Transaction 

Identifier, Protocol Identifier, Length, and Unit Identifier) 

among them, Protocol Identifier and length must be validated. 

The Protocol Identifier value must be 0h and the length must be 

less than 254. The DUT must validate above explained points 

and without these validations, the DUT cannot pass the 

conformance test. 

 

IV. USER APPLICATION  SPECIFIC VALIDATIONS 

After the mandatory validations as per the standard, the business 

specific validations (group, data value, etc.) can be executed 

before processing the received query. There is no specific rule 

for the business logic or user application but during the 

conformance test, it will be validated as per the documents 

provided with the device. For example, for the particular 

register, a value must be in the range of 0 to 100. If the value 

provided in the write request is not in this range, then the Server 

should return an exception code or ignore the request. Returning 
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the exception code is always recommended than ignoring a 

query. Another user application specific validations on register 

group. Sometimes registers are required to be grouped to 

represent the valid value. Please refer to the following sample 

Register Map: 

External 

Address 

Register 

Name 

Data 

Type 

Size Type Range 

400101 Param1 Uint-

16 

  1 Single 1-100 

400102 Param2 Float-

32 

  2 Group 1.0-

1000.0 

400104 Param3 Float-

64 

  4 Group 1.0-

99988.0 

400108 Param4 Uint-

16 

  1 Single 1-10 

Table 1 Register Map 

In the above Modbus Map example, there are four parameters 

and among them, Param2 and Param3 are “Group” registers thus 

the Client must access these two registers as a group. For 

Param2, the Client must access two registers addresses (400102 

and 400103) in one query and should not be allowed to access as 

a single register either 400102 or 400103. Similarly, for Param3, 

the client must access four registers (400104  to 400107) in a 

single query. The server should return exception code 02h if the 

client tries to access a single register from 400104 to 400107.  

As a bottom line, Group integrity must be followed while 

accessing the data otherwise the Server should return exception 

code 02h. Third user application specific validation is for access 

permission (Read-Only (RO), Write-Only (WO), Read-Write 

(RW)). Based on the user application, some registers need to 

define as RO or WO registers, and for these registers, the Server 

should return exception code 02h while reading WO register and 

writing RO register. The fourth validation on sealed registers. 

Sometimes based on the user application requirement, the write 

permission is kept configurable so that the admin user  can 

enable/disable the write permission for some registers using a 

webpage or other methods, and this is called “seal” on registers. 

If the admin user has enabled write protection (enabled the seal), 

then the Server should return exception code 05h if the Client 

tries to write sealed registers. 

 

V. CORNER CASES TO BE ADDRESSED 

Based on the complexity of the user application, there will be 

many corner cases to validate, and these corner cases can be 

validated using the dummy packets. The test utilities always 

generate correct queries but for the conformance check, need to 

create dummy queries and send them to DUT. For example, 

Modbus Poll utility has an option called “Test Center”. Please 

refer to the below image of  the “Test Center” window of the 

Modbus Poll utility: 

 

 

Figure 2 Test Center to Send Dummy Queries 

 

Per the total packet length, a maximum of 125 registers are 

allowed to read in a single query and 123 registers are allowed 

to write in a single query. The Server should return exception 

code 03h if the Client sends an invalid data length. To validate 

this, need to create dummy queries to access greater than 125 

registers in the single query. The second corner case can be 

validated by accessing out-of-range registers. For example, one 

section of the register Map has 50 registers from address 400101 

to 400150. The Server should return exception code 02h if the 

Client tries to access 51 or more registers from address 400101 

in a single query. Further, if the Client sends a query to access 2 

registers from the address 400150, the server should return 

exception code 02h. That said, if the Client tries to access 

registers beyond the available registers, then the Server should 

return exception code 02h. The third case is for the group 

integrity violation. Per the register map shown in Table 1, if the 

Client tries to access 5 registers from the address 400101 then 

Param3 register group integrity will be violated so in this case, 

the Server should return exception code 02h. The next corner 

case can be validated by sending the wrong data range of one 

register in the block write operation. For example, per the 

register map shown in Table 1, Param2 data range is 1.0 to 

1000.0 means the Client should write the float value between 1 

and 1000. If the Client tries to write all 8 registers from 400101 
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to 400108 in a single query with out-of-range value (e.g. 2000) 

for Param2 then the Sever should return either exception code 

05h or ignore new values for all the registers. Again, returning 

the exception code is recommended than ignoring the value 

without any indication. As a next corner case, the DUT response 

should be validated for Modbus function code 17h, as special 

handling is required for this function code. The next validation 

for CRC checksum can be validated by sending a dummy query 

with wrong CRC bytes or by changing the endian of the CRC 

bytes. For the Modbus RTU, if the DUT has configurable Slave 

Id, Baud-rate, Parity, and Stop bits then change them runtime 

and check if the DUT is able to respond correctly to the 

subsequent queries with updated configurations. Further, for the 

RTU Server devices, need to check all the Servers are working 

normally while multiple Server devices are daisy-chained by 

RS485 lines. Further, need to validate that the RTU Server 

device works normally while RTU devices from the other 

manufacturers are connected on the same RS485 line. The 

Modbus RTU device should have documented configuration 

parameters (Supported Baud-rates, Parity, Stop bits) and the 

device to respond to each query during full load conditions. The 

Modbus TCP Servers should be able to handle defined client 

connections. For example, Modbus TCP Server is designed to 

listen to 5 Client devices then the Server should be able to 

respond to all the queries when all 5 Clients are accessing Server 

simultaneously. The DUT  should have documented response 

time and it should respond within that time in the full load 

conditions. Further, if DUT supports Modbus RTU and TCP 

then both should return the same exception codes for the same 

request. The DUT should work normally with RTU to TCP 

gateway device. In Lab or customer site, the DUT will be tested 

with gateways or cables from the different manufacturers so as a 

product owner we should validate the interoperability of our 

device with different connecting devices. 

 

VI. CERTIFICATION PROCESS 

After the development  and in-house testing as per the explained 

cases, the conformance test process can be planned. For the 

enrolment process, need to fill up a submittal form and share it 

with the test lab. Company information, technical contact person 

information, Type of test (RTU or TCP), detailed DUT 

information, default configurations, method to change the 

configuration, and function codes to be validated during the test, 

will be included in this form. Additionally, Modbus Map with 

micro level details and firmware upgrade steps, and payment 

information are required to share with the lab. Generally, this 

activity is divided into two phases. In phase 1, the first round of 

validation will be performed, and shared the test report with 

passed and failed cases. The applicant to update firmware and 

share the new firmware to mitigate the failed cases. Failed cases 

will be validated by the lab and if the device passes the second-

round test then the certificate will be provided. If the device fails 

in the second-round validation, then needs to apply for the test 

as a new application, and charges to be paid accordingly. The 

test report contains the test list and results against it test as 

follows: 

 

Pass:3:0:1 (Expected: 3:2 - Response: 3:2) 

Pass:3:1:1 (Expected: 3:2 - Response: 3:2) 

Pass:3:0:63 (Expected: 3:126 - Response: 3:126) 

Pass:16:1500:123 (Expected: 144:2 - Response: 144:2) 

Fail:16:930:124 (Expected: 144:3 - Response: ILLEGAL) 

Pass:16:900:123 (Expected: 144:2 - Response: 144:2) 

Fail:16:300:124 (Expected: 144:3 - Response: ILLEGAL) 

Pass:23:0:1:0:1 (Expected: 151:1 - Response: 151:1) 

 

The first parameter is the test result of a single test. For the first 

test [Pass:3:0:1 (Expected: 3:2 - Response: 3:2)], the test is 

Passed. The second parameter “3:0:1” indicates the type of 

query. In this case, the number ‘3’ indicates the function code 

which is for a read holding register. Digit ‘0’ indicates the 

external register address 400001, and digit ‘1’ indicates the 

number of registers. Thus, this is a read holding register query 

from the external address 400001. Regarding the fifth test 

[Fail:16:930:124 (Expected: 144:3 - Response: ILLEGAL)], the 

test is failed. The test is for writing 124 registers from address 

930. The Server should return exception code 03h, as maximum 

123 registers are possible to write in a single request but in this 

example, the Server device has not returned an exception and 

responded with wrong values. Once the device passes the 

conformance test, the manufacturer can request to add device 

information in Modbus trusted device directory. 

 

 



Paper Title:   Technical Guideline for Modbus Compliant Device Development and Certification 

 ISSN:-2581-6934 |Available at :www.jidps.com | pp :(104-109) 
109 

VII. SECURE MODBUS 

Modbus protocol by design does not provide strong security, and 

in an era of security, secure functionality needs to be added. A 

Secure Modbus TCP standard is rolled out and it is 

recommended for the new product development. Further, For the 

Modbus RTU, custom read/write functions with 2 bytes 

validation codes can be added for more security. “Utility Seal” 

feature can be implemented to protect the device from unwanted 

write requests. 

  

VIII. CONCLUSION 

In this paper, detailed steps to develop a compliant Modbus 

device, corner cases to be addressed, certification process, and 

protocol security are explored. By following the provided 

information of this paper, the manufacturer of the product will 

be able to develop the compliant device and get conformance 

certification within a short time and hence launch the compliant 

product in the market. Further, by using the compliant devices, 

the end-users can perform the task without interoperability 

issues. 
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