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Abstract: The number of network users is constantly increasing as network technologies improve, resulting in the production of 

enormous amounts of network traffic data. The huge amount of network traffic data makes it vulnerable to assaults and breaches. As a 

result, the network must be secured and safeguarded by identifying abnormalities and preventing network intrusions. Researchers and 

network labs are paying more attention to network security. A thorough survey was conducted for this article in order to provide a wide 

overview of what has recently been done in the field of anomaly detection. Newly published research over the past five years was looked 

at to see if there were any contemporary methods that might be used in the future. In this respect, the literature on anomaly detection is 

relevant. The role of systems in network traffic has been addressed, with examples including wireless sensor networks (WSNs), Internet 

of Things (IoT), high-performance computing (HPC), industrial control systems (ICS), and software-defined networking (SDN) 

SDN (software-defined networking) environments Finally, we highlighted a number of problems that need to be addressed in order to 

enhance detection. Anomaly systems is a collection of anomaly systems. Anomaly Detection, Intrusion, Networks, Supervised, 

Unsupervised . 
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I. INTRODUCTION 

In data mining, anomaly detection is referred to the identification 

of items or events that do not adhere to a predetermined pattern 

or other elements in a dataset Typically, these unusual things 

have the potential to turn into issues such as structural flaws, 

mistakes, or scams. The use of machine learning for anomaly 

detection speeds up the detection process. 

Any method that identifies the outliers in a dataset; those things 

that don't belong, is known as anomaly detection. These 

anomalies may indicate unexpected network activity, reveal a 

malfunctioning sensor, or simply highlight data that has to be 

cleaned before analysis. 

Managing and monitoring the functioning of distributed systems 

is a chore—albeit a necessary one—in today's environment. 

With hundreds or thousands of things to monitor, anomaly 

detection may assist in identifying where an error is happening, 

improving root cause investigation and allowing for faster tech 

assistance. Anomaly detection aids the chaos engineering 

monitoring cause by identifying outliers and alerting the relevant 

parties to take action. 

 

II. Anomaly detection 

In enterprise IT, anomaly detection is commonly used for 

 Data cleaning 

 Intrusion detection 

 Fraud detection 

 Systems health monitoring 

 Event detection in sensor networks 

 Ecosystem disturbances 

 

A. The challenge of anomaly detection 

But even in these common use cases, above, there are some 

drawbacks to anomaly detection. From a conference paper by 

Bram Steenwinckel: 

https://link.springer.com/chapter/10.1007/978-3-319-98192-5_46
https://link.springer.com/chapter/10.1007/978-3-319-98192-5_46
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“Anomaly detection (AD) systems are either manually built by 

experts setting thresholds on data or constructed automatically 

by learning from the available data through machine learning 

(ML).” 

It is tedious to build an anomaly detection system by hand. This 

requires domain knowledge and—even more difficult to 

access—foresight. 

For an ecosystem where the data changes over time, like fraud, 

this cannot be a good solution. Building a wall to keep out people 

works until they find a way to go over, under, or around it. When 

the system fails, builders need to go back in, and manually add 

further security methods. 

Machine learning, then, suits the engineer’s purpose to create an 

AD system that: 

 Works better 

 Is adaptive and on time 

 Handles large datasets 

Despite these benefits, anomaly detection with machine learning 

can only work under certain conditions. 

B. Unstructured data:  

Machine learning for anomaly detection requires a thorough 

knowledge of the issue, particularly when dealing with 

unstructured data. Structured data indicates that you have a good 

grasp of the issue area. Because it violates certain criteria, 

anomalous data may be simple to spot. There's an anomaly if a 

sensor should never read 300 degrees Fahrenheit, yet the data 

shows the sensor reading 300 degrees Fahrenheit. There has 

been a definite break in the barrier. Because the data had 

significance, fraud detection in the early anomalous algorithms 

could function. The data was organised, indicating that someone 

had previously built up an interpretable data collection 

environment. Because their data was meaningful, it was able to 

construct random trees and check for fraud. Dark data and 

unstructured data, such as pictures stored as a series of pixels or 

language encoded as a series of letters, have little meaning and 

make previous algorithms ineffective unless the data is 

organised. The last layers of a convolutional neural network 

(CNN) or any variety of sorting algorithms R Alugubelli may 

provide structure. (2016).et.al.. Large datasets are required for 

the second step. A fundamental need of every successful 

machine learning model is datasets. If there is no data to back up 

a claim, it will be dismissed in court, just as in law. Datasets are 

required for machine learning, and conclusions can only be made 

after predictions have been confirmed. Because anomaly 

detection is based on the premise that abnormalities are 

uncommon, even greater quantities of data are beneficial. 

Finally, machine learning engineers are required. It's self-

evident, yet it's often missed. Machine learning ability is in short 

supply, and not all engineers are created equal, just as not all 

mechanics are. Building a decent Machine Learning model 

requires expertise and finesse. It may take a few years and a few 

machine learning hires to get an anomaly detector from 95% to 

98 percent detection. 

 

III. Machine learning algorithms 

In a 2018 lecture, Dr. Thomas Dietterich and his team at Oregon 

State University explain how anomaly detection will occur fewer 

than three different settings. They all depend on the condition of 

the data. The three settings are: 

A. Supervised 

Training data is labeled with “nominal” or “anomaly”. The 

supervised setting is the ideal setting. It is the instance when a 

dataset comes neatly prepared for the data scientist with all data 

points labeled as anomaly or nominal. In this case, all anomalous 

points are known ahead of time. That means there are sets of data 

points that are anomalous, but are not identified as such for the 

model to train on. Popular ML algorithms for structured data: 

 Support vector machine learning 

 k-nearest neighbors (KNN) 

 Bayesian networks 

 Decision trees 

B. Clean 

In the Clean setting, all data are assumed to be “nominal”, and it 

is contaminated with “anomaly” points. The clean setting is a 

less-ideal case where a bunch of data is presented to the modeler, 

and it is clean and complete, but all data are presumed to be 

nominal data points. Then, it is up to the modeler to detect the 

anomalies inside of this dataset. 

C. Unsupervised 

The training data in unsupervised situations is unlabeled and 

comprises of “nominal” and “anomaly” points. The 



Paper Title: A Review on machine learning models used for anomaly detection 

 ISSN:-2581-6934 |Available at :www.jidps.com | pp :(9-15) 
11 

unsupervised scenario is the most difficult, as it is becoming 

more difficult for modellers to cope with ever-increasing 

quantities of dark data. The portions of the datasets in the 

unsupervised scenario are not tagged as nominal or anomalous. 

There is no basis for predicting what the result will be. The 

modeller must be able to tell what is abnormal and what is not. 

To generate order in the unstructured data in the unsupervised 

environment, a new set of techniques is required. The main 

objective with unstructured data is to build clusters from the 

data, then identify the few groupings that don't belong. All 

anomaly detection methods are, in essence, approximate density 

estimation algorithms. 

 

Figure 1: different ML models used for anomaly detection 

IV. ML Algorithms for unstructured data 

 Self-organizing maps (SOM) 

 K-means 

 C-means 

 Expectation-maximization meta-algorithm (EM) 

 Adaptive resonance theory (ART) 

 One-class support vector machine 

 

Figure 2: SOM Detection 

 

Figure 3: K-Means Clustering 

From Dr. Dietrich’s lecture slides, the strategies for anomaly 

detection in the case of the unsupervised setting are broken down 

into two cases: Where machine learning isn’t appropriate, top 

non-ML detection algorithms include: 

 IFOR: Isolation Forest (Liu, et al., 2008) 

 LODA: Lightweight Online Detector of Anomalies 

(Pevny, 2016) 

Engineers use benchmarks to be able to compare the 

performance of one algorithm to another’s. Different kinds of 

models use different benchmarking datasets: 

 Image classification has MNIST and IMAGENET. 

 Language modeling has Penn Treebank and Wiki Text-2. 

In anomaly detection, no one dataset has yet become a standard. 

This has to do, in part, with how varied the applications can be.  

A. Supervised Learning 

Classification is one of the terms which refers to supervised 

learning. Applying supervised techniques on the network data 

sets allowsus to build a model, and the data instances can be 

labelled using a set of attributes. Many supervised algorithms are 

used to detect anomalies and intrusions in the network traffic and 

have proveneffectiveness and efficiency, such as Support Vector 

Machine(SVM), Artificial Neural Network(ANN), Nearest 

Neighbour algorithm, Decision Trees, K-nearest neighbour, 

Ensembles classifiers, and Naïve Bayes classifier. These 

algorithms are more commonly used in the supervised learning 

approach. In the following, we summarize the research works 

https://nlpprogress.com/english/language_modeling.html
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that have been done using these supervised learning algorithms 

for anomaly detection in the past five years. 

B. Support Vector Machine (SVM) 

Chakiret al. (2018) proposed a novel intrusion detection model 

based on the Particle Swarm Optimization algorithm (PSO), 

which combines an information gain feature selection method 

with an SVM classifier. The authors found that integrating 

feature selection and parameter optimization for SVM reduces 

training and testing time while improving the SVM Classifier's 

efficiency. The suggested model, FS PSO-SVM, achieves a high 

detection rate and a low false positive rate. They used the NSL-

KDD Dataset, which has 41 features, to evaluate the model's 

efficacy, as well as four other kinds of network attacks: DoS, 

R2L, and U2Rand Prob. Gu et al. (2019) presented a framework 

for intrusion detection (ID) based on the SVM ensemble 

classifier with increasing feature selection. Their plan is to 

combine the SVM ensemble with a strong quality-improved 

transformation. They created a comprehensive intrusion 

detection system with minimal training complexity, high 

accuracy, and tremendous performance. They did, however, 

solely examine the binary scenario of intrusion detection issues. 

They utilised a cross-validation (10-fold) technique to train and 

test their model on the NSL-KDD Dataset. Their experiment 

revealed that the suggested framework may provide reliable 

performance, a high detection rate, and a low false alarm rate. 

Weerasinghe et al. (2019) proposed a new methodology for 

improving SVM resistance to assaults on training data integrity. 

Random projections on top of the learners are used in the 

suggested method. This makes it difficult for the attacker to 

predict the learners' particular settings. They offer new indices 

that guarantee that the data is shrunk and that detection accuracy 

is improved. The use of nonlinear random projections for learner 

defence methods (SVMs/One Class SVMs) distinguishes their 

contribution. MNIST, CIFAR-10, and SVHN were among the 

datasets utilised in this study. The findings showed that if an 

attacker can alter the training data, SVM and OCSVM may be 

severely harmed. Huet al. proposes another method based on the 

SVM algorithm (2019). The authors suggested a prediction 

model based on the map-reduce method and SVM classifier to 

solve the issue of the prediction model's lengthy training time. 

They utilised an SVM classifier as the model's basic classifier, 

and the Cuckoo Search algorithm to find the best parameters 

(CS). They enhanced the SVM classifier using the Map Reduce 

(MR) method and the CS algorithm to handle the general issue 

of parameter optimization effectively. They claimed that the 

suggested approach produced superior outcomes in terms of 

accuracy while also lowering training expenses. 

C. Naïve Bayes 

Hanet al. (2015) developed a Naïve Bayesian (NB) model for 

network intrusion detection based on PCA(Principal Component 

Analysis). The model utilized NB with PCA to extract new 

properties that helped them to improve the traditional NB 

algorithm, where traditional NB cannot consider the problem of 

weights in attributes. KDD CUP 99 was the experimental data 

set, and the type of attacks thatdataset included wereDoS, U2L, 

R2L, and Probe attack. This experiment has a good result in the 

detection rate with weighted Naïve Bayes classification, and it 

solves the problem of feature redundancy. Swarnkar&Hubballi 

(2016) proposed a version of a Naïve Bayesian one-class 

classifier, OCPAD, for payload-based anomalies detection. 

OCPAD is a content method thatidentifies network packets with 

untrusted payload content. They have done many experiments 

with a large dataset showing that OCPAD can perform at an 

excellent level to detect anomalies with increasing Detection 

Rate as well as an agreeable False Positive Rate.  

D. Nearest Neighbour 

The nearest neighbour classifier is one of the most frequently 

used supervised learning methods for anomaly detection. To 

identify DDoS assaults, Xiaoet al. (2015) developed an efficient 

detection method based on CKNN. Using training data 

correlation information and CKNN classification, this technique 

is implemented throughout a data centre network. Through the 

employment of a CKNN classifier with correlation information, 

their work offered a new method. This reduced the quantity of 

the training data and improved the classifier's performance in 

identifying DDoS assaults at a cheap cost and in a short amount 

of time. The authors utilised three kinds of datasets in this study: 

wide, actual, and KDD99. Concerning the new Software Defined 

Networking (SDN) technology and its network flow issues, 

E. Decision Tree 

One of the most often used categorization methods is Decision 

Trees. Khraisatet al. (2018) proposed a data mining method for 

reducing the system's false rate. A C5 decision tree was used to 

test the suggested classifier using various data mining methods. 
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The authors wanted to show that the C5 algorithm is the most 

effective at identifying aberrant behaviour. They did, however, 

look at four other algorithms: SVM, Nave Bayes, C4.5, and C5. 

The C5 decision tree decreased both false positive and false 

negative rates, and intrusion detection was enhanced effectively 

and with high accuracy, according to the findings. The NSL-

KDD dataset was used in the experiment. For IDS, Kevricet al. 

(2017) created a combined classifier using the decision tree 

method. They chose a new NSL-KDD version of the 

KDDCUP'99 data set. Based on 41 characteristics defining all 

patterns of network traffic, a detection algorithm was developed 

to categorise the network traffic as normal or anomalous. The 

authors claimed that by combining both the Nave Bayes Tree 

(NBTree) and random tree classifiers with a sum rule scheme, 

they were able to obtain exceptional detection rate accuracy, 

which was superior than the solo random tree method. 

F. Neural Network 

A Neural Network can also be known as an Artificial Neural 

Network (ANN). Generally, an ANN uses constructs from the 

human brain system, consisting of significant parallel 

connections of many neurons. Usually, the neurons are related 

to each other in a complex manner. ANNs are built with several 

connecting nodes with activation functions (Akhi, 

2019;Agrawal&Agrawal,2015). Neural Networks (NNs) can be 

used for supervised and unsupervised learning. However, in this 

section, the survey has been carried out through the 

latest published papers which focused on supervised learning 

only. Hodoet al. (2016) presented an artificial neural network 

system to analyzethreats inIoT networks. By using internet 

packettraces, ANNs are trained to learn the ability to detect and 

prevent DDoS attacks. The proposed model was able to identify 

several types of attacks and proved efficient results in the 

perspective of true-positive and false-positive rates. 

Veselý&Brechlerová (2009) are in accord with Hodoet al.(2016) 

where they claim that an artificial neural network is an 

appropriate technique to increase the ability of anomaly 

detection systems to successfully detect attacks and abnormal 

activities. They present an overview of the previous work that 

showed the applicability of NNsfor building anomaly detection 

systems and the ability to differentiate between normal and 

abnormal behaviour in the system. 

 

G. Ensemble Methods 

Training a variety of ML methodsto solve the same issue and 

then combining their performance to enhance accuracy is known 

as an ensemble method or a multi-classifier system 

(Aburomman&Reaz, 2017). Through the literature, we can see 

the progressive development of a variety of IDSs based on 

ensemble methods. In the following, we will summarize of these 

works. Gu et al.(2019) proposed an efficient SVM ensemble-

based intrusion detection system with feature augmentation. 

They implemented most powerful univariate classifiers marginal 

densityratios transformation on the original features, in order to 

obtain new and betterquality training data. The results of the 

experiments show that the SVM ensemble can achieve 

reasonable and robust performance, which has a competitive 

advantage in terms of detection rate, training 

speed, accuracy, and false alarm rate compared to other 

established methods. The experiment was performed on the 

NSL-KDD dataset. Phamet al. (2018)introduced an ensemble 

classifier and feature selection with the aim of improvingthe 

performance of the IDS. The ensemble classifiers were built 

based on two techniques, Boosting and Bagging, with a tree-

based algorithm as a base classifier. These models were 

evaluated using NSL-KDD datasets. The results showed that the 

bagging technique with the tree-based classifier (J48) can 

improve the performance in terms of classification accuracy as 

well as a false alarm rate (FAR). 

V. Conclusion 

With our lives becoming more and more digitalized, computer 

networks are becoming more critical and dependable services. 

At the same time, they become more prone to anomalies and 

worse—malicious attacks. This motivates researchers to propose 

different solutions to the overarching issue of anomaly detection 

in network traffic, particularly machine learning techniques, 

whether supervised,unsupervised or semi supervised. In this 

paper, we surveyedworks in the field of anomaly detection using 

machine learning in the last five years. First, we defined the 

background related to our work: (i) types of network 

anomalies ;(ii) categories of machine learning approaches;and 

(iii) types of network attacks. Then, we reviewed, categorized, 

and discussed the papers that used machine learning techniques 

for anomaly detection. Furthermore, we underlined some of the 

open issues to improve the detection of anomalies systems. 
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Based on our review, we are able to identify numerous aspects 

that require more attention from the research community within 

the anomaly detection area,such as detection rate, process 

complexity, and high false alarm rate. In addition, we identified 

a critical challengeof real-time anomaly detection, particularly 

when streaming data that is constantly shifting. Finally, while 

there is a lot of work on anomaly detection in traditional 

computer networks, the emergence of the Internet of Things 

(IoT) and their pervasivenessis likely to exacerbate the need for 

more scalable and accurate anomaly detection techniques,that 

are able to deal with different data types. The security of IoT 

network infrastructure must be at the highest level. 
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