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ABSTRACT: Passwords are widely used when accessing computers, networks, accounts and websites. A big drawback of 

password is called password problem which is not being resist against several password attacks such as guessing, dictionary 

attack, key- loggers, shoulder-surfing and social engineering. Other than being secure against these attacks passwords should 

be easy to remember. Usability and security are two important issues to be concerned about while working with passwords. 

Graphical passwords seem to be the solution as it. A graphical password is an authentication system that works by having the 

user select from images, in a specific order, presented in a graphical user interface (GUI). Despite the high standards of 

Graphical Passwords, they are still vulnerable to some kinds of attacks. The goal is to propose a new Graphical Password 

scheme that takes advantage of graphical input displays capabilities to achieve better security than text-based passwords. The 

proposed research is an approach to enhance the existing Graphical Password techniques and resist against attacks like 

Shoulder Surfing. This system can be improved to provide a wider password space if more server variables are involved. Since 

conventional password schemes are vulnerable to shoulder surfing, many shoulder surfing resistant graphical password 

schemes have been proposed. However, as most users are more familiar with textual passwords than pure graphical passwords, 

text-based graphical password schemes have been proposed. Unfortunately, none of existing text-based shoulder surfing 

resistant graphical password schemes is both secure and efficient enough. In this paper, an improved text-based shoulder surfing 

resistant graphical password scheme by using color is introduced. In the proposed scheme, shoulder surfing attack is not possible 

and the user can login to the system easily and efficiently. 

Keywords: Shoulder surfing, Dictionary attack, Key- loggers, Authentication, Graphical user interface, Graphical password. 

_________________________________________________________________________________________________________

INTRODUCTION 

Today one of the biggest problems facing our computer, 

internet systemis the issue of trust and security. Passwords are 

the most commonly used method for authenticating users in 

most of the computer and communicating system. Now the 

most widely and most commonly used method is alphanumeric 

username and password authentication. Usually users tend to 

pick passwords that can be easily guessed, On the other hand, if 

a password is hard to guess, and then it is often hard to 

remember. In spite of its popularity, alphanumerical password 

usually can be cracked easily when it is used by novice users. 

The users usually type their password slowly, with just one or 

two forefingers. Consequently, unauthorized person can find 

the password easily by observing the movement of the users’ 

fingers as they are entering the password. Finding somebody’s 

password this way is called shoulder surfing attack. It is an 

effective way to get information in crowded places because it's 

relatively easy to stand next to someone and watch as they fill 

out a form, enter a PIN number at an ATM machine, or use a 

calling card at a public pay phone. The Graphical password 

schemes have been proposed as a possible alternative to text-

based schemes, motivated by the fact that humans can 
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remember pictures better than text. A graphical password is an 

authentication system that works by having the user select from 

images, in a specific order, presented in a graphical user 

interface (GUI). Graphical Password scheme that takes 

advantage of graphical input displays capabilities to achieve 

better security than text-based passwords. If the number of 

possible pictures is sufficiently large the possible password 

space of a graphical password scheme may exceed that of text-

based schemes and thus offer better resistance to dictionary 

attacks. But these graphical passwords are also vulnerable to 

shoulder surfing. As conventional password schemes failed to 

shoulder surfing, Sobrado and Birget proposed three shoulder 

surfing resistant graphical password schemes. Since then, many 

graphical password schemes with different degrees of resistance 

to shoulder surfing have been proposed. Unfortunately, none of 

existing text-based shoulder surfing resistant graphical 

password schemes is both secure and efficient enough. What 

we need is an authentication system that gives ensure a secure 

authentication. Even the authentication system is efficient in 

secure places the main feature we need for a perfect 

authentication scheme is a secure authentication at anyplace 

anytime. Here an improved text-based shoulder surfing resistant 

graphical password scheme by using colors is introduced. The 

operation of the proposed scheme is simple and easy to learn 

for users familiar with textual passwords. The user can easily 

and efficiently to login the system without using any physical 

keyboard or on-screen keyboard. The main objective of our 

project is to build a text based simple graphical password 

authentication scheme that resist security attacks, mainly 

shoulder surfing attack and provide a secure authentication of 

the user. We are trying to make this scheme easy to implement 

and efficient in terms of running time and storage. 

GRAPHICAL PASSWORDS 

The most common computer authentication method is to use 

alphanumerical usernames and passwords. This method has 

been shown to have significant drawbacks. For example, users 

tend to pick passwords that can be easily guessed. On the other 

hand, if a password is hard to guess, then it is often hard to 

remember. To address this problem, some researchers have 

developed authentication methods that use pictures as 

passwords. Graphical password schemes[2] have been 

proposed as a possible alternative to text-based schemes, 

motivated partially by the fact that humans can remember 

pictures better than text; psychological studies supports such 

assumption. Pictures are generally easier to be remembered or 

recognized than text. In addition, if the number of possible 

pictures is sufficiently large, the possible password space of a 

graphical password scheme may exceed that of text- based 

schemes and thus presumably offer better resistance to 

dictionary attacks. Because of these advantages, there is a 

growing interest in graphical password. 

 OVERVIEW OF AUTHENTICATION METHODS 

Current authentication methods can be divided into three main 

areas: 

 Token based authentication 

 Biometric based authentication 

 Knowledge based authentication Token based 

techniques, such as key 

Cards, bank cards and smart cards are widely used. Many token-

based authentication systems also use knowledge based 

techniques to enhance security. For example, ATM cards are 

generally used together with a PIN number. Biometric based 

authentication techniques, such as fingerprint iris scan, or facial 

recognition, are not yet widely adopted. The major drawback of 

this approach is that such systems can be expensive, and the 

identification process can be slow and often unreliable. 

However, this type of technique provides the highest level of 

security. Knowledge based techniques are the most widely used 

authentication techniques and include both text-based and 

picture-based passwords. The picture-based techniques can be 

further divided into two categories: recognition-based and 

recall- based graphical techniques. Using recognition-based 

techniques, a user is presented with a set of images and the user 

passes the authentication by recognizing and identifying the 

images he or she selected during the registration stage. Using 

recall-based techniques, a user is asked to reproduce something 

that he or she created or selected earlier during the registration 

stage. 

 RECOGNITION BASED TECHNIQUES 

Sobrado and Birget developed a graphical password technique 

that deals with the shoulder- surfing problem. In the first 

scheme, the system will display a number of pass-objects (pre- 

selected by user) among many other objects. To be 

authenticated, a user needs to recognize pass-objects and click 
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inside the convex hull formed by all the pass-objects. In order to 

make the password hard to guess, Sobrado and Birget suggested 

using 1000 objects, which makes the display very crowded and 

the objects almost indistinguishable, but using fewer objects 

may lead to a smaller password space, since the resulting convex 

hull can be large. In their second algorithm, a user moves a 

frame (and the objects within it) until the pass object on the 

frame lines up with the other two pass- objects. “Pass face” is a 

technique developed by Real User Corporation. The basic idea 

is as follows. The user will be asked to choose four images of 

human faces from a face database as their future password. In 

the authentication stage, the user sees a grid of nine faces, 

consisting of one face previously chosen by the user and eight 

decoy faces. The user recognizes and clicks anywhere on the 

known face. This procedure is repeated for several rounds. The 

user is authenticated if he/she correctly identifies the four faces. 

The technique is based on the pictures 

 RECALL BASED TECHNIQUES 

Jermyn, et al. proposed a technique, called “Draw - a - secret 

(DAS)”, which allows the user to draw their unique password. A 

user is asked to draw a simple picture on a 2D grid. The 

coordinates of the grids occupied by the picture are stored in the 

order of the drawing. During authentication, the user is asked to 

re-draw the picture. If the drawing touches the same grids in the 

same sequence, then the user is authenticated. To improve the 

security, Thorpe and van Oorschot proposed a “Grid Selection” 

technique. The selection grid is an initially large, fine grained 

grid from which the user selects a drawing grid, a rectangular 

region to zoom in on, in which they may enter their password. 

Syukri, et al. proposes a system where authentication is 

conducted by having the user drawing their signature using a 

mouse. During the registration stage: the user will first be asked 

to draw their signature with a mouse, and then the system will 

extract the signature area and either enlarge or scale- down the 

signature, and rotates if needed, (also known as normalizing). 

The information will later be saved into the database. The 

verification stage first takes the user input, and does the 

normalization again, and then extracts the parameters of the 

signature. After that, the system conducts verification using 

geometric average means and a dynamic update of the database. 

The biggest advantage of this approach is that there is no need to 

memorize one’s signature and signatures are hard to fake. 

Passlogix and Blonder’s has developed a graphical password 

scheme in which a password is created by having the user click 

on several locations on an image. During authentication, the 

user must click on the approximate areas of those locations. In 

their implementation, users must click on various items in the 

image in the correct sequence in order to be authenticated. 

Invisible boundaries are defined for each item in order to detect 

whether an item is clicked by mouse. 

REPLACEMENT TO THE ALPHANUMERICAL 

PASSWORD 

Alphanumerical password is the password scheme that obligates 

the users to enter characters as their password. In spite of its 

popularity, alphanumerical password [4] usually can be cracked 

easily when it is used by novice users. The users usually type 

their password slowly, with just one or two forefingers. 

Consequently, unauthorized person can find the password easily 

by observing the movement of the users’ fingers as they are 

entering the password. Finding somebody’s password this way 

is called shoulder surfing. Here is a solution to overcome this 

problem is to use a graphical password as a replacement to the 

alphanumerical password. The three parameters are used to 

decide whether a replacement can be made or not. 

 GRAPHICAL PASSWORD 

Graphical password was introduced by Greg E. Blunder in 

1996. In his scenario, the users have to select some points in an 

order on the image as their password. In order to get access to 

the system, the users have to select the same positions of the 

image in the correct order. To overcome the problem of recalling 

the picture, ‘Davis et al’ proposing a graphical password that he 

called Pass Face. Instead of selecting random images, Davis 

displays several images of human faces that should be selected 

by the users as their password. The advantage of this password 

scheme is the high ability of the users to recognize their 

password. But the author says that, this password scheme is still 

easy to be cracked through shoulder surfing. Picture passwords. 

A scenario is to disperse a number of pictures on a certain box 

and put three user’s picture password on it. This box is 

separated into two parts, the outer part and the inner side. One 

of user’s picture passwords is placed in the outer part of the box, 

and the other two are placed in the inner part. The users have to 

create an invisible straight line composed from their three picture 

passwords as a means to enter the password. To create the 
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invisible straight line, the users can rotate the outer part or the 

frame of the box by clicking and dragging the mouse cursor in 

any part of the frame. Since the users are not necessarily put the 

mouse cursor on their picture password it is expected to be more 

secure. 

 RESEARCH ON ALPHANUMERIC VS GRAPHIC 

PASSWORD 

A research was conducted over 10 respondents, asked to enter 

the alphanumeric password and the graphical password. The 

main objectives of this experiment are to discover the easiness, 

speed and security of each password scheme. In order to 

standardize the experiment the users to choose and enter the 

password based on these criteria: 

 Alphanumerical Password: 

 The password can be composed from any characters 

available on the keyboard 

 The length of the password must be longer than 6 

characters. 

 Respondents should type their password using one or two 

finger(s) only. If the respondents cannot remember their 

password, they have to enter any characters that they think 

was the password. 

 Movable frame graphical password 

 The password must be chosen from more than three 

pictures although only three pictures will be shown on the 

box at a time. 

DESIGN AND EVALUATION OF GRAPHICAL 

PASSWORD SCHEME 

When users input their passwords in a public place, they may be 

at risk of attackers stealing their password. An attacker can 

capture a password by direct observation or by recording the 

individual's authentication session. This is referred to as 

shoulder- surfing and is a known risk, when authenticating in 

public places. This paper reports on the design and evaluation of 

a game-like graphical method of   authentication that is resistant 

to shoulder- surfing. The Convex Hull Click (CHC) scheme [3] 

allows a user to prove knowledge of the graphical password 

safely in an insecure location; here users never have to click 

directly on their password images. Usability testing of the CHC 

scheme showed that novice users were able to enter their 

graphical password accurately and to remember it over time. 

However, the protection against shoulder-surfing comes at the 

price of longer time to carry out the authentication. Here they 

introduced a graphical password scheme based on that is 

resistant to shoulder-surfing, whether by a human observer or by 

a video camera recording the login. 

GRAPHICAL PASSWORD 

A common approach to design of graphical password systems is 

a challenge- response scheme in which user creates a password 

by choosing several images from a large portfolio of images. 

The chosen images become the user's password. To log in the 

user must successfully respond to a series of challenges. Ina 

challenge the user is simultaneously shown several images on 

the screen, where one of the images is a password image of the 

user and the rest are decoy images. The user responds by 

clicking anywhere on the password image. In each subsequent 

challenge the user is shown another password image surrounded 

by different decoys. The user logs in successfully if all 

challenges are responded to correctly. The advantage of this 

kind of challenge- response system is that it relies on 

recognition memory. They conducted a usability testing of three 

challenge-response systems Pass faces, Deja Vu, and VIP. Pass 

faces were tested in a longitudinal field study, using four rounds 

of challenges to log in. In each challenge there were nine images 

of human faces, with one password face and eight decoy faces. 

The user had to click on his or her password face. If the user 

responded to all four rounds correctly the user was authenticated 

and gained access to the system, but if there was an error in any 

challenge the user was rejected. The ‘pass faces’ and 

alphanumeric passwords were compared over a ten week period. 

The Pass faces login failure rate was 4.9 percent, while the 

alphanumeric password failure rate was 15.1 percent. Data on 

speed of login were not reported. Déjà Vu is somewhat similar 

to pass faces in terms of the login procedure, but it uses abstract 

images and concrete photographs instead of faces. In the login 

phase of one round the user can see 25 images displayed on the 

screen, in which five of them are the user’s password images and 

the remaining 20 are decoy images. For authentication the user 

must click on all five password images, and not click on any of 

the decoy images. A comparative study was carried on Déjà Vu, 

six character alphanumeric passwords, and four-digit numeric 

PINs. They found a failure rate of 5 percent for both the PINs 

and the 
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Because, the users tendency to choose faces that have the same 

ethnic or gender as they are, make the password even easier to be 

guessed based on the users’ identity or preference. 

 MOVABLE FRAME GRAPHICAL PASSWORD 

The graphical password schemes is still easy to be cracked 

through shoulder surfing. Since the movement of the mouse 

cursor on the screen can be to enter characters as their password. 

In spite of its popularity, alphanumerical password [4] usually 

can be cracked easily when it is used by novice users. The users 

usually type their password slowly, with just one or two 

forefingers. Consequently, unauthorized person can find the 

password easily by observing the movement of the users’ fingers 

as they are entering the password. Finding somebody’s password 

this way is called shoulder surfing. Here is a solution to 

overcome this problem is to use a graphical password as a 

replacement to the alphanumerical password. The three 

parameters are used to decide whether a replacement can be 

made or not. 

 GRAPHICAL PASSWORD 

Graphical password was introduced by Greg E. Blunder in 

1996. In his scenario, the users have to select some points in an 

order on the image as their password. In order to get access to 

the system, the users have to select the same positions of the 

image in the correct order. To overcome the problem of recalling 

the picture, ‘Davis et al’ proposing a graphical password that he 

called Pass Face. Instead of selecting random images, Davis 

displays several images of human faces that should be selected 

by the users as their password. The advantage of this password 

scheme is the high ability of the users to recognize their 

password. But the author says that, this password scheme is still 

easy to be cracked through shoulder surfing. Because, the users 

tendency to choose faces that have the same ethnic or gender as 

they are, make the password even easier to be guessed based on 

the users’ identity or preference. 

 MOVABLE FRAME GRAPHICAL PASSWORD 

The graphical password schemes is still easy to be cracked 

through shoulder surfing. Since the movement of the mouse 

cursor on the screen can be spotted easier than the key pressed 

on the keyboard, all previous graphical password schemes can 

be cracked easier than the alphanumerical password. Then they 

proposed one possible solution is, the users arrange their picture 

passwords to build an invisible simple mathematical object such 

as line, triangle, etc. This arrangement must be able to be carried 

out with or without pointing out to the users’ alphanumeric 

passwords, whereas the participants using Déjà Vu with both 

photographs and abstract images to logged in successful. VIP is 

a graphical PIN authentication system that uses both a PIN and 

an ATM card. On each challenge the user sees one of his or her 

password images along with nine distractor images which 

change over challenges. A study compared memo ability, 

accuracy, and speed of input of four- digit alphanumeric PINs 

and three versions of VIP. Study showed that the visual PIN 

schemes were less error prone than the alphanumeric PINs. 

Participants using VIP failed in 6 percent of their authentication 

trials. 

CONVEX HULL CLICK SCHEME 

Convex Hull Click Scheme (CHC) is a graphical password 

scheme that guards against shoulder-surfing attacks by human 

observation, video recording, or electronic capture. It has 

several rounds of challenge-response for authentication and no 

needs to point the items that form their passwords directly. In 

CHC the graphical elements used in authentication are icons 

shown in a window on the screen. In a challenge the user must 

recognize some minimum number of his or her password icons, 

or “pass-icons,” out of a much larger number of randomly 

arranged icons. The user responds to the challenge by clicking 

within the convex hull of the pass-icons. Several such 

challenges are presented in sequence, and if the user responds 

correctly to everyone then the user is authenticated. Using a 

game-like approach, CHC is designed to motivate the users to 

log in quickly and accurately. This system uses a large portfolio 

consisting of several hundred icons. The icons used were all 

icons of software applications, but the portfolio of icons could 

be any kind of small icons, even user-provided ones. The icons 

are displayed using only the image without text. To create a 

password the user chooses several icons from the portfolio to 

be his or her pass-icons. The number of pass-icons is 

determined by the system administrator. The user has to 

remember the pass- icons he or she selected. Therefore, it is 

advisable for the user to commit them to memory and practice 

using them. These pass-icons were used by participants in the 

usability study. At login time a large number of icons from the 

portfolio are randomly arranged in the password window. 

These icons include mostly non-pass-icons along with a few 
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pass-icons. The number of pass-icons displayed is a random 

number between three and the total number of pass-icons, since 

forming a convex hull requires at least three icons. The login 

takes place in a series of challenge-response rounds. The 

number of rounds is controlled by the administrative setting, so 

this is easily changed, with more rounds providing higher 

security. When the login begins, the user must visually locate 

three or more of his or her pass- icons. The user’s next step is to 

mentally create the convex hull formed by those pass-icons. A 

convex hull is the area encompassed by the edges joining a set 

of three or more points. In CHC the pass-icons serve as the 

points, and the edges are lines visualized in the user’s mind. To 

respond to the challenge, the user clicks anywhere within the 

convex hull. The user does not click on the pass-icons 

themselves and therefore does not give away to an attacker the 

identity of the pass- icons. Some convex hulls may be very 

narrow. This can make clicking accurately in the convex hull 

difficult. However, if this occurs the implementation guarantees 

that there is always at least one more pass- icon in the window 

that can be used to form a wider convex hull. 

AUTHENTICATION METHODS 

The existing authentication methods can be divided into three 

main areas - Token based authentication, Biometric based 

authentication knowledge based authentication. Token based 

techniques, such as key cards, bank cards and smart cards are 

widely used. Biometric based authentication techniques, such as 

fingerprints, iris scan, or facial recognition, are not yet widely 

adopted. The major drawback of this approach is that such 

systems can be expensive, and the identification process can be 

slow and often unreliable. Now the most widely and most 

commonly used method is alphanumeric username and 

password authentication. Usually users tend to pick passwords 

that can be easily guessed, On the other hand, if a password is 

hard to guess, and then it is often hard to remember. The 

Graphical password schemes have been proposed as a possible 

alternative to text-based schemes, motivated by the fact that 

humans can remember pictures better than text. If the number of 

possible pictures is sufficiently large, the possible password 

space of a graphical password scheme may exceed that of text-

based schemes and thus offer better resistance to dictionary 

attacks. The two category of Graphical password techniques 

used are recognition-based and recall-based graphical 

techniques In recognition-based techniques, a user is presented 

with a set of images and the user passes the authentication by 

recognizing and identifying the images he or she selected during 

the registration stage. Using recall-based techniques, a user is 

asked to reproduce something that he or she created or selected 

earlier during the registration stage. Sobrado and Birget scheme, 

DAS-Draw a Secret, Persuasive Cred Click Points, and Pass 

faces etc. are the most commonly using graphical password 

schemes. All the Graphical password schemes found very 

secure than alphanumeric passwords. Since it is hard to guess 

and not easily vulnerable to dictionary attack. 

DISADVANTAGES 

Graphical password scheme require much more storage space 

than other schemes and the login phase is considerably too long 

than others. 

o Every existing password scheme compromised before 

shoulder surfing when authenticating in public places 

o An attacker can easily observe and remember a graphical 

password than others. 

Even the existing systems are efficient in secure places the main 

feature we need for a perfect authentication scheme is a secure 

authentication at anyplace anytime. 

SYSTEM DESIGN 

Graphical password authentication method is more secure and 

flexible than other password authentication scheme. Since it is 

compromised to shoulder surfing, several text- based shoulder 

surfing resistant graphical password schemes have been 

proposed. Unfortunately, none of the existing scheme is not 

both secure and efficient enough. Our scheme is an improved 

text-based shoulder surfing resistant graphical password scheme 

by using colors .Alphabets used in the propose scheme contains 

64 characters, including 26 upper case letters, 26 lower case 

letters, 10 decimal digits, and symbols “.” and “/”. This 

proposed scheme involves two phases, the registration phase 

and the login phase. In the Registration phase the user has to set 

his textual password K of length L (8≤L≤15) characters, and 

choose one color as his pass- color from 8 colors assigned by 

the system and he needs to give an e-mail address for re-

enabling his disabled account. The registration phase should 

proceed in an environment free of shoulder surfing. The system 

stores the user’s textual password in the user’s entry in the 

password table, which should be encrypted by the system key. In 
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the login phase displays a circle composed of 8 equally sized 

sectors. The colors of the arcs of the 8 sectors are different, and 

each sector is identified by the color of its arc. Initially, 64 

characters are placed averagely and randomly among these 

sectors. All the displayed characters can be simultaneously 

rotated into either clockwise or anticlockwise by scrolling the 

mouse. The user needs to rotate the circle for each character in 

his password to the pass-color sector. Login button pressed after 

login phase gives successful login if the password and color is 

same that we have given in the registration phase, otherwise 

shows an error message. If the account is not successfully 

authenticated for three consecutive times, this account will be 

disabled and system will send secret link to the user’s registered 

e-mail address that can be used by the legitimate user to re- 

enable his account. 

 ADVANTAGE 

1. Operation of this scheme is simple and easy to learn for 

every user. 

2. A complete resistant to shoulder surfing. 

3. Login process does not need a physical keyboard or on-

screen keyboard. 

4. Accidental login cannot be performed easily and 

efficiently. 

5. Login process is comparatively fast and need less storage 

space. 

6. Each pictures selected must be unique. 

7. To validate a password, the respondents should create a 

valid straight line thrice. 

Figure 6.1 Architecture diagram of proposed password scheme 

 

 

 

 

 

 

 

 

 

The main attraction of this system is the login wheel. The wheel 

is created by drawing a circle. Since the wheel contains 8 

sectors, 8 arcs are drawn. These 8 arcs are connected to form a 

circle. Each arc is of different color. This 8 colors should be 

same as that we given in registration phase. The size and position 

of the arcs are calculated and it drawn by using FillArc method. 

Since we have 8 sectors each arc angle is 45 degree. For each arc 

Different color is also set. Now each sector can only be 

identified using their color. In order to make the sector partition 

more clear, a line is drawn to partition each sectors. Position of 

the line is calculated and line is drawn using drawling method 

and sets color in the line using set color method. Initially, 64 

characters are placed averagely and randomly among these 

sectors. Which means each of the 8 sectors will have 8 

characters randomly distributed in it. Characters are drawn at 

specific positions inside the sectors. For that all the character set 

including 26 upper case letters, 26 lower case letters, 10 decimal 

digits, and symbols “.” and “/” are defined as a character matrix. 

These 64 characters are spliced into 8 groups. Each of these 

groups is stored in different arrays. Each character array can be 

accessed by b [0], b [1] b 

[7].into p=0, q=1, r=2, s=3, t=4, u=5, v=6, w=7; 

char[][]b={{'a','b','c','d','e','f','g','h'},{'i','j','k','l','m','n','o', 

'p'},{'q','r','s','t','u','v','w','x'} 

{'y','z','A','B','C','D','E','F'},{'G','H','I','J','K','L','M','N'}, 

{'O','P','Q','R','S','T','U','V'},{'W','X','Y','Z','0','1','2','3'}, 

{'4','5','6','7','8','9','.','/'}}; 

Here each character array can be accessed using b [p], b [q] b 

[w]. Each character is drawn at its 

Positions using draw Chars method. The character is 

extracted from the array using the given index value. Argument 

1 indicates that only 1 character is needed to extract from the 

array. 

 

 

 

 

 

 

 

 

 

Figure 6.2 Circle with 64 characters distributed equally 

among each sectors of 8 colours. 
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All the displayed characters can be simultaneously rotated into 

either the adjacent sector clockwise by clicking the “clockwise” 

button once or the adjacent sector counterclockwise by clicking 

the “counterclockwise” button once. We rotate the characters 

inside the circle other than rotate the entire circle. The circle is 

fixed and color of arc is also fixed. In order to give rotate action 

to the wheel, the characters in one sector is shifted to next. When 

the left button is clicked the repaint ( ) function is called with 

arrays in the matrix are shifted clockwise. Repaint ( ) redraw the 

characters with new values.temp =p; p=q;q=r; r=s; s=t; 

t=u;u=v;v=w;w=temp; similarly right rotate button shift the 

index positions to anticlockwise. Like when clicking these two 

buttons the characters rotated. 

 

 

 

 

 

 

 

 

 

 

 

Figure 6.3 Login wheel performed clockwise rotation 

CONCLUSION 

Now a day’s computer and internet systems are very common, 

and the use of these systems is increasing day by day. As its 

uses increases the need of security is also increasing. Most of 

the graphical passwords are very difficult to understand, but the 

operation of our scheme is very simple and easy to learn for 

users. It provide a complete resistant to many of the password 

attacks such as shoulder surfing, brute force etc. One of the main 

advantage is, the login process does not need a physical 

keyboard or on- screen keyboard. It also provide a strong 

resistance to Accidental login. Login process is comparatively 

fast and need less storage space. We can implement our scheme 

in many of the existing applications. 
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